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Purpose






The US Commerce Department mussue a export license, or provide a&xception to or
exclusion from license requirements before any controlled tangible item, software, or
information on the Commerce Control List (CCL) may be exported-experted. Likewise, if
the item in question is on the US Munitions LIISML), the US State Departmemust issue or
provide for an exception to or exclusion from licensing requirements. Secwhhglled items
or information to a sanctioned courdlindividualas defined by the Office of Foreign Assets
Control (OFAC) isgenerally prohibited in all forms.

Key Definitions:

Controlled Itenfs): Includes any information, technical data, oral/written disclosure, or visual
inspection of items or descriptiongrtained within federal regulatohgts governing export
controls. These lists are principally the Commerce Control List and United States Munitions
List.

Deemed Export Release of controlled technology to a foreign national in the United States is
“deemed” to be an export as if itnsleased to the foreign national’s country of origigardless
of the physical location of the foreigrational

Empowered Official A U.S. citizenwho is legally empowered to sign export license

applications or other requests for approval on behalf of the University of South Alabama who
understands the provisions and requirements of the various export control statues, regulations,
and penalties for violating export control lawBhe Vice President for Research is the
“Empowered Official” for the University.

Export



2) The research is funded by the U.S. Government and specific access and dissemination
controls protecting information resulting from the research are appliaatllapplied

Publication or Dissemination RestrictioWithin the frame of research and development,
publication restrictions include the@ptance of angrohibition or approval authority over
publication or any other dissemination of research results, expepsor or collaborator
provisions for review of results resulting in a short review period to remove its proprietary or
pre-patentable information.

Release:Technology or software is “released” for export throughvi§lial inspection by

Foreign Nationals of U.Sriginatingequipment, facilitiestechnology, or documentation; (ii)

oral or written exchanges of information in the United States or abroad,; (iii) the application to
situations abroad of personal knowledge or technical experience acquired in the UnitediStates
(iv) physical export of @ontrolled item.



Commerce DepartmenExport Administration Regulations (EAR)

15 CFR 730774, govern the export of items or technologies that are commercial oruskiah
nature, such items are found on the Commerce Control List (@&Lantiboycott regulations
http://www.access.gpo.gov/bis/ear/ear_data.html

Treasury DepartmenOffice of Foreign Assets Control (OFAC)

CFR 500599, administers and enforces economic and trade sanctions based on U.S. foreign
policy and national security goals against targeted foreign countries, terrorists, international
narcotics traffickers, and those engaged in activities related to the proliferation of weapons of
mass destruction.

http://www.ustreas.gov/offices/enforcement/ofac/

Statement of Policy

In its endeavor to conduct research, promote scholarly works, and conduct business transactions,
USA will comply with all U.S. export control laws and regulations, including those implemented

by the U.S. Department of Commerce through its Export Administration Regulations (EAR) and
the U.S. Department of State through its International Traffic in Arngsil&gons (ITAR) as

well as embargo regulations imposed by the U.S. Treasury Department through its Office of
Foreign Assets Control (OFAC). Export controls restricting a foreign national’s participation in
university research within the United States generally do not apply to the conduct or results of
fundamental research. Such practices, as defined and stipulated, include openly conducted basic
and applied research in science and engineering that is not subject to access, dissemination, or
participation restrictions of any sort.

However, in the case of release of tangible items, software, or information controlled by federal
agencies outside the U.S., travel of persons outside the U.S, or projects that accept restrictions
based upon nationality or puddtion, USA has a responsibility to:

X Conduct a technical reviewnd if necessary
1. Document an express determination that an exception to export licensing is
applicable; or
Obtain an export license; or
Develop a Technology Control Plan ithe Princial Investigatoy or
4. Update the-129 form of any foreign national that is identified as working
with export controlled item/information.

wnn

Furthermore, restrictions on the use of foreign nationals in program requirements or contractual
requirements impose stringent obligations on the University, including restrictions of access to
laboratories and research data. Thus, such clauses generailbyt aonsistent with the

University’s policies on openness in research and nondiscrimination and will not be accepted.
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can be applied for by USA vihe ORCA Every effort will be made by the Sponsored Projects
Administration(SPA) to remove clauses with such restrictive language.

Acceptance of ThireParty Controlled Equipment or Technologies

In some instances, the conduct of fundamental research (wheesélaech products and results
may beopenly conducted and shared freely with foreign nationals in the United States without
the requirement for a deemed export license) mayinethirdparty equipment or technology

that may be subject to export control restrictions. While equipment may be controlled for only
export outside the United States, the nature of the use of aexthimology and software may
create the requirement for a deemed export license. Tisgédponsible for recognizing

whether the technology/equipment involved in the research program may be subject to export
controls. The ORCA will provide assistance to researchers in trying to reach such
determinations

In such instances, the Riust assess whether such restricted technology or software is
substantially remote from those portions of the research that will ultimately be critical to
publication of the research results. For example, access to controlled proprietary software
necessary only to increase the speed of processing research data may be needed by only one
member of a research team (i.e., the systaogrammer.) povided there are no ultimate
restrictions on the ability to publish the intellectually significant elements of the research results,
it may be possible to reconcile such limitations with USA’s policy on Openness in Research.

Risk Assessment

Continuous risk assessment in the area of export controls is the responsibility of all cogrdinatin
areas. Each department has controls in place in the form of checklists and/or questionnaires,
standard operating procedures, and/or training associated with their area of processing that is
monitoring multiple aspects of associative risks. These controls include, but are not limited to,
grant hiring and publication restrictions, material transfers outside of the United States and to
foreign nationals with in the US, student admissions, foreign purchases, legal stipulations, travel
outside the US, andimg of part time or full time foreign nationals. It is the responsibility of






Restricted Party Screening
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The PI is the individual who bears primary responsibility for all essential aspects of
the work being carried out, including technical aspects and completion of
programmatic work, compliance with government, sponsor, and university policies and
regulations, fiscal stewardship of sponsored funds, and all administrative requirements of
the project. He/she must understand and comply with any export restrictions and must
also ensure that all personnel working on his/her projects are also informed. The Pl has
primary responsibility for export compliance to include the following:
X prior to commencing any research, revimgvand cooperatingith the Officeof
Vice President for Researeimd the ORCAo determine whéer any technical
information or technology involved in his or hesearch is subject to the export
control law or regulations and, if so, whether any exclusion is available under the
export control regulations;
X Re-evaluatingthat determination before amging the scopef or adding new staff
to the project to determine if such changes alter the initial determination;
X Making export determinations far enough in advance to obtain an export license
from the appropriate agency, if required and available; and
x Ensuringthat foreign nationals are excluded from access to restricted data or
technology until the availability of an exemptionexception has been
determinedbr until an export license has been obtained.

The ORCA will assist Pls in assessing #pplication of such regulations, but primary
compliance responsibility rests with the Principal Investigator of the research.

. Sponsored Projects Administration (See SOP, AttachmEnt A

The Office of Sponsoredrojects Administration (SPAgnd the Officeof Health

Services Grants Administratiodentify potential restricted areas in proposals and
solicitations and assist with modifying them to prevent later iSSMREA will assist as
necessaryPost award hte SPAwill identify troublesomeclauses in awards and contsact
and try to modify terms/conditiorand take all other reasonable steps to help assure
compliance with export control regulatiof@RCA will assist as necessaryhe P1 will

be kept informed about the status of the negotiat Monetary transactions will not
occur with any OFAC sanctioned country via the Office of Grants and Contracts
Accounting.

International Student AdmissiofSee SOP, Attachment B)

The Office of International Student Admission#l screen applicants and identify those
seeking admissiofiom sanctioned or embargoed countries, verify enrollmant track
those individuals in Banneln the event an international student should desire
campus employmenPayroll shall contact Directothelnternational Admissions if a
student PA form is submitted€i, campus job)The ORCA is available faassistance or
clarification if needed as to the guidelines for hiring international student involved in
research.
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7.

International TraveSee SOP, Attachment C)

The Office ofinternationalEducation handiissues regarding restrictions on
international travel activitieand condudrestriced party screening search via Visual
Compliancei(e., list of individuals with whom the iversityis not to communicate
while on travel status to a foreign destinatiofihis screenig process will ensure that
the University does not employ or provide services to restricted foreign nationals or
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When requested, ORCA will seek council from USA'’s legal team to provide legal
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shall receive export control trainingith an emphasis on the particular export control issues
associated with the project.

Training for Various Research Administrators: The ORCA Assistant Director, with outside
assistance as appropriate, shall design and implement a detailed and comprehensive training
program for various administrative offices appropriate for their particular jpome#gbilities.

Training for Export-Controlled Projects: Faculty, students, and employees working on projects
for which export control issues have been identified by a technical rewiest undergo training

on the terms, conditions, and prohibitions on information transfer under the review prior to
transferring information. The ORCA Assistant Director, with assistance from Sponsored
Projects Administrationshall provide the training, which should be incorporated with the
Technology Control Plan training.

Technology Control Plan Training: All export-controlled projects must have a Technology
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Enter into SPAdatabase any publications restrictions, foreign national restrictions, export control
restrictions (i.e., EARITAR, OFAC)

If applicable, the award acceptance sheet should indicate export control restricted research.

Whenever possibjaegotiateao ranove publication/access and contract specific national security
restrictions to allow the Sponsored Project to be conducted as Fundamental Research, not subject
to export control regulations.

Consult with Pl and/or ORCA when changes are proposed to a Sponsored Project (i.e.,
personnel, or equipment added; venue or scope of work changed) that may involve export control
regulations.

Obtain and include theriAcipal Investigatorand Unit’s signed TCP in an export control
restricted award unless this teégement is waved in writing by the Director oc©ORCA.

9. Office of Research Compliance and Assurance Procedures

X

Make the final determination if a Sponsored Project will require adr@ier export control
regulations.

Advise the Unit, Bncipal Investgator, and SPAof any required CP for any export contto
restricted Sponsored Project to facilitate the understanding export control regulation requirements
and penalties for noncompliance.

X
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Management of ExporControls for International Student Admissions

APPENDIX B

Policy and Procedures

Purpose
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Procedures

Admissions for International Students
International students are admitted to afufle study in a specific program. Applicants who are
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Management of Export Controls and International Travel

APPENDIX C

TRAVEL POLICIES AND PROCEDURES

Background

USA requires prior written approval for all international related travel on-Bj8#oved business —

students (graduate undergraduate) on study abroad (includes but not limited to “traditional” study

abroad, research/field experiences and internships/service learning/work abroad for credit or approved by
academic units, faculty and staff foreign travel funded by USanfgr deptfunds, etc.), and faculty and

staff foreign travel while on university

23


http://www.doi.gov/oia/Islandpages/political_types.htm
http://www.southalabama.edu/travel/international.html
http://www.southalabama.edu/travel/intltravelpolicy08162010.pdf

Examples of this include employee foreign travel paid by an external agency which requires
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equipment or software. There are exceptions for "tools of trade" but these exceptions
depend on the equipment and the country of your destination. Encryption software in
particular is subject to special regulations and more stringent license requirements. For
example, certain commercially available software (currently available or new/future
products) may contain shistrong encrypted software, subject to export restrictions.
ORCA will review all travel documentation to verify electronics and information being
taken with the traveler is in compliance with federal export control laws.
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http://www.southalabama.edu/financialaffairs/traveloffice/forms.html

b. Restricted Party Screening review — including individual, company and blocked foreign
nationals by country reports (provided by the Office of International Education per
procedure approved by the Office of Research Compliance and Assurance)

c. Trade Sanction country review (as identified by review noted in item b)

d. 24/7 emergency assistce insurance enrollmentncluding 24/7 worldwide call center
services as well as unlimited coverage for medical evacuation, repatriation of remains,
security evacuation and related support services.

e. Completion of emergency contact and related forea@myet supporting information as
requested.

2. The traveler receives the following from International Education
a. OIE signed ITRF form — OIE does NOT approve or disapprove of travel only provides
advisory information and recommendations regarding travel.
b. Natifications of US DOS alerts/warning/security information
24/7 emergency assistance enrollment information
d. Instructions for completion of review process (approval, etc..) by appropriate
administrative oversight area.
e. All information is sent solely by email the traveler with copy to ORCA
f. Information sent to traaler is archived in OIE Bann&nder record for individual
travelers.

o

3. Following receipt of documentation listed in item 1 above the potential traveler completes "USA
Request for Professional LeaveTaavel” form(s) at least 30 days PRIOR to traveling and prior
to requesting expense payments related to foreign travel. Said review to include:
a. International security and travel review report
b. Funding availability/sources
C.
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requests applicable to the approved travel. Note: no airline ticket purchases will be approved prior
to the completion of the foreigratvel authorization documentation.

10. Upon completion of travelreimbursementdraveler attaches a copy of fully approved request
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Department of State Travel Warnings fall into several basic categories: (1) alerts or warnings of
conditions that heighten the ordinary risk of travel to a particular country and (2) more urgent travel
warnings that prohibit, restrict or otherwise urge U.S. citizens to defer travel to and or to depart that
country. Additionally other sectors of the US government may place similar warnings and or restrictions
in place such as the US Centers for Diseasédr@lam the US Department of the Treasury Office of

Foreign Assets Control (country sanctions program).

Therefore the following policies will be in place related to USA international travel for students, faculty
and staff:

I.  ALERT or “HEIGHTENED RISK” TRAVEL ADVISORIES: STUDENTS

No student shall be required to participate in an educational activity under University auspices in a
country for which the Department of State has issued a Travel Aetudent who wishes to travel,
under University auspices, gocountry for which the State Department has issued a “heightened risk”
travel alert may do so, under the following conditions:

1. The student must review the Travel Alert and all advisory information as well as the U.S.
Department of State Consular Infortisa Sheet for the country in question. Both documents
may be accessed on the web at http://www.state.gov

2.
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participant with all the needed security assessment information, require written response to such
and if deemedmpropriate cancel or severely restrict the program activities. Students
participating on a third party provider program will be similarly informed and required to respond
in writing regarding any USA concerns, restrictions or cancellation of the specific
program/activity. For third party providers USA may not be directly in control of the activities or
advising students receive on site or through their host although USA will make every effort to
communicate both through the host and directly with the p&#icipant.

I11. EMPLOYEE TRAVEL TO COUNTRIES UNDER TRAVEL WARNING

The University recognizes that, in times of international crisis, its employees may possess valuable
expertise that is needed to assist with the resolution of the ddsizsequently the University has
implemented a review process for locations deemed more hazardous for routine approval or falling into
one or more of the categories listed aboVke following rules and conditions apply to such travel:

a. No employee shall be required as part of their USA business activities to travel to a country
for which a Travel Warning has been issued. Additionatye on universityapproved
business to countries with significant security concerns, alerts, and or warnings by the US
DOS, CDC, or otheagenciesnaybe restricted, deferred or denied.

b. Where travel is not critical to the situation, programs or activities of USA either at home or
in the specific country location such travel shall be postponed or otherwise delayed until the
US DOS Warning is lifted. Approval will be denied until such tasehe warning and risks
are no longer deemed inappropriate for travel.

c. Where travel is critical to the situation or operations of the university said travel plans shall
be reviewed by the Director of International Education in consultation with$#eRisk
Management Office and University Counsel. At a minimum:

i. Areview of the rationale for the travel will take place. The traveler and supervising
academic or administrative unit will need to provide significant evidence of the
critical nature of th activity and a rationale why the risk is outweighed by the
projected results of the activity.

ii. Employees who wish to travel to such a country will be required to review the
Consular Information Sheet and Travel Warning at http://www.stateugdwther
available material about the conditions in the country in question and to consider
carefully whether the value of the travel to them outweighs the risks they will face if
they choose to travel.

iii. Employees will be requid to sign a specific release and informed consent document
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http://travel.state.gov/travel/cis_pa_tw/cis_pa_tw_1168.html
http://wwwn.cdc.gov/travel/notices.aspx
http://www.who.int/csr/outbreaknetwork/en/index.html
http://www.unc.edu/campus/policies/travelwarning.html

Management of Export-Controlled Purchases

APPENDIX D

Policy and Procedures
1. Purpose

The purpose of this policy is to establish procedures to be followed in connectid?Pungtiasing subject
to International Traffic in Arms Regulations (ITAR), Export Administration Regulations (EAR), Office of
Foreign Assets Control (OFAC) Reglitats or other applicable export control regulations.

2. Definitions

Foreign National Person: Any person who is not a U.S. citizen, lawful permanent resident alien (green
card holder), refugee, protected political asylee, or someone granted temporary residency under amnesty
or Special Agricultural Worker provisions. Also any foreign government or any foreign corporation or
entity that is not incorporated or organized to do business in the U.S.

Fundamental ResearciMeans basic or applied research in science and engineering performed or
conducted at an accredited institution of higher learning in the U.S. where the resulting information is
ordinarily published and shared broadly in the scientific community. Fundamessgaicie is

distinguished from research that results in information that is restricted for propriety reasons or national
security reasons (EAR) and pursuant to specific U.S. government access and dissemination controls
(ITAR)

3. Responsible Research Administration Offices

The Purchasing Department will consult Office of Research Compliance (ORCA) regamding
procurement of items/equipment from any foreign government or any foreign corporation or entity that is
not incorporated or organized to do busineghe U.S.

4. Policy

Visual Compliance will beised to conduatstricted pa screening tadentify any persons or entities
that may be on government lists that prohibit interaction with those panties if they reside in the
United States Any resultghat merit concerwill be communicated to Purchasirig.most cases, the
fundamental research exemption allows for universities to purchasexport-controlled merchandise
from foreign entities that are not on prohibited government lists.

In the event that restricted parties or entities must be utilized that might fall under export controls the
individual making the purchase should contact ORCA concerning the absolute need to acquire items
subject to controlsand an explanation as to the absolute lack of options for obtaining the items from a
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http://www.treas.gov/offices/enforcement/ofac/sanctions%20guidance

Management of Export-Controlled Technology Transfer

APPENDIX E

Policy and Procedures
1. Purpose

To establish procedures to be followed in conneatiibh thetransfer of technologies, technical data,
software and/or biological/chemical agesthject to International Traffic in Arms Regulations (ITAR),
Export Administration Regulations (EAR), Office of Foreign Assets Control (OFAC) Regulations or
other applicable export control regulations.

2. Definitions

Foreign National Person: Any persohais not a U.S. citizen, lawful permanent resident alien (green

card holder), refugee, protected political asylee or someone granted temporary residency under amnesty
or Special Agricultural Worker provisions aay foreign government or any foreign corporation or entity
that is not incorporated or organized to do business in the U.S.

Fundamental ResearciMeans basic or applied research in science and engineering performed or
conducted at an accredited institution of higher learning in the U.S. wheestiigng information is
ordinarily published and shared broadly in the scientific community. Fundamental research is
distinguished from research that results in information that is restricted for propriety reasons or national
security reasons (EAR) and pursuant to specific U.S. government access and dissemination controls
(ITAR)

Technology Control Plan (TCPA plan, prepared byricipal Investigatoi(Pl) and approved by the

Unit, and reviewed by Office of Research Compliance and Assurance (QRCA&)suring that there

will be no unlawful export of restricted commodities, defense articles, software, data, technology, or
technical data in a Sponsored Project without an appropriate government approval.

3. Responsible Research Administration Offices

Intellectual Property Manageme(?M) manages the risks that may be associated with materials
transferring into and out of University through the use of Material Transfer Agreements|¥6FA
research projects that could fall under the purview of export control regul&iased on the answers
contained in a MTA PrQuestionnaire Form (See IPMebsiteat http://www.southalabama.edtt/)
submitted by the PI to IPMany potential compliance issues will be referredhatPM to the ORCA for
final determiration, resolution and/or management as applicable.

4. Policy

The IPMshall comply with export control regulations governing material transfer into and out of the
University. The IPMshould determine if material transferredeceiveds subject to exprt regulations.
In the event that the material is subject to export contnel©ORCA will conduct any additional review
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http://www.southalabama.edu/ott/mta.html
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http://www.treas.gov/offices/enforcement/ofac/sanctions%20guidance

Process for Petitioning for Waiver of Publication Rights

APPENDIX F

The University of South Alabarisapolicy is not to accept any kind of publication restrictions

when accepting research projects, and the University works diligently to negotiate such language
out of research contracts. However, in the event that we are unable to negotiate outguublicati
restrictions, and the college or department can make a compelling case for accepting such
restrictions, the Vice President for Research will review petitions for waivers to this policy on a
caseby-case basis. No agreements or contracts may be sighked waiver is granted.

The process for submitting such a petition is as follows:

1. Review the project contract language carefully to ensure you understand the restrictions being
imposed, why they are being imposed and the implications of accepting those restrictions (e.qg.,
loss of the right to publish research results, loss of fuedéhresearch exclusion under export
regulations, etc.). Contact the Sponsored Projects Administr&i®d (f you have any

questions. SPAwill work diligently in negotiating such clauses out of contracts but sponsors are
often not accommodating to tiheeds of the hiversity to publish researaksults

2. Prepare the Petitidor Waiver using the attacheenbplate. Include a brief explanation of the
reasons for the restrictions and why a waiver should be granted. Be sure to obtain all required
signatures.

3. Submit the Petition Lynne Chronist¥ice President for Research Compliance at
Ichronister@southalabama.efiuw review. Send a copy to SPAD 200.

4. The Vice President will review the requastli make a recommendation regarding acceptance
or rejection.

5. If the Waiver is granted, the RIll receive a signed copy of the Waiy&rhich must be
submitted to the SPAefore the contract or agreement will be signed. ##Aend a copyd
the Office of Research Compliance and Assurance.

6. Please allow fouwveeks the waiver request to be processed
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[Insert Department Letterhead]

Date:
To: Lynne Chronister
Vice President for Research
From:
RE: Petition to Waive the Right to Publish Results of Research

DearMs. Chronister

The Department of wishes to enter into a [insert agreement type] with [Name of
company or agency] entitled " " under the direction of [name of PI]. The deliverable
under the agreementis . The agreement proposed by [name of gany or agency]
includes the following clause:

Section No. [Title of Clause with Restrictions]

"Insert clause here"

The Sponsored Projects Administrati®PA) has attempted to negotiate the clause out of the
terms and conditions but the sponsor would not agree to alter or delete the clause.

Since this clause is inconsistent with the generally accepted University wording on
publications, we would like to petition to waive the right to publish the results of the research
should [name of company or agghobject to the publication.

Title of Contract:

Project Funding Amount:

Principal Investigator:
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We acknowledge that we may be required to waive the rights to publish the results of this
research. We agree that any work related to the research that barmpublished is not
available for the merit or promotion processes. We agree that students and others whose

careers could be affected by the publication bar will not be involved in research under this
agreement.

Type Pl Name Date Department Head Date
Approved:
Dean Date Lynne Chronister Date
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Management of Export-
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The Office of Research Compliance and Assurance will assist the Office of Grants and Contracts
Accounting with determination of sanction levels whenever necessary. No financial activities will
proceed until agchnical review is conducted to ensure compliance with federal export control laws.

7. Countries of Concern

Comprehensive Sanctions Regime Based Limited
Cuba Balkans Burma
Iran Belarus North Korea
Sudan Libya Ivory Coast (Cote d’lvoire
Congo (Democratic Republic) Syria
Zimbabwe
Liberia (former gov't)
Iraq

7. References

International Traffic in Arms Regulations (ITAR)

41


http://www.treas.gov/offices/enforcement/ofac/sanctions%20guidance

	University of South Alabama Policy Governing U.S. Export and Sanction Laws

